PagerDuty Integration

Part-1: PagerDuty Credentials

Step1: Login to the PagerDuty Account and select ‘My Profile’ from the profile icon.
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Step2: Select ‘User Settings’ tab and click on ‘Create API User Token’ button.
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Step3: Provide description and Click on the ‘Create Token’ button.

Create User Token

APl User Tokens will be tied to your user account, with the same level of access.
Any changes to your user account will also affect this token.

Description:

Sl-PagerDutylntegration

APl Documentation

Step4: Copy the generated API token. Remember, you will be able to view this token
One time only.

MNew APl User Token »

This key will not be visible again.

Here is your new APl User token:

I APl User Token u+xCHgsFC3Y I
Description Sl-PagerDutylntegration
APl Version v2 Current ([documentation)

Copy this APl User Token into any application that needs access to the PagerDuty
APL

Just like your own password, this key lets an application modify yvour PagerDuty
information.

Close
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Step5: Now, login to SI platform then select the onboarded cloud account and navigate
to the ‘Configuration’ page.

(A Data Assets Identities Applications Risks Configuration
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Human Application Roles Federated
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Step6: Select the ‘Add Config’ button of the Advanced Settings and select the
‘PagerDuty Credentials’ from the drop down. Fill in the below details and Save:
User: Enter PagerDuty User mail ID.
API Key: Paste the copied API token from Step4.

Add Config

PagerDuty Credentials

Enter User Id

#okok ok

Step7: Upon successful saving user will be able to see an entry in the Advanced
Settings.
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Advanced Settings

Name Value Actions

Data Classification Tag Data Sensitivity

slack Webhook URL

Application Name Tag Name

Okta API Token

Cloudtrail 53 Bucket I

PagerDuty Credentials swarupanand.godse@stackidentity.com

Jira setting I ————

Part-2: PagerDuty Settings

Step1: Login to Sl platform then select the onboarded cloud account and navigate to
the ‘Configuration’ page.

Identities: 46 AlELIALy
Human Application Roles Federated
1010 1010 10L0 1010
Total: 6 Total: 9 Total: 31 Total: 0

Step2: Select the ‘Add Config’ button of the Advanced Settings and select the

‘PagerDuty Settings’ from the drop down. Fill in the below details and Save:
Services: List will be fetched from Part-1 configured account.
Escalations: List will be fetched from Part-1 configured account.
Priorities: Select a value from P1-P5.
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Add Config

PagerDuty Settings
Data Security Team
Data Security EP

Pl

Part-3: PagerDuty Settings Creating Incidents in PagerDuty
from Stack Platform

After you login to the Stack Platform and view an on-boarded Cloud account, you need to goto
the ‘Risks’ view.
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From here, you need to click on the PagerDuty icon which will pop-up the risk details.

Send Risk Details to PagerDuty

Title : Admin users with MFA disabled : I |dentity

Description : Root user can perform sensitive operations in the account,
adding this additional layer of authentication helps to better secure the
account. : NG

Aws accounT : GG

PRIORITY : critical

Discovery On: 2023-03-24704:38:43.8487

When you hit the ‘Send’ button, it will create an incident in the PagerDuty with the default
configuration you have done. You can view the created incidents in your PagerDuty tenant.



