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Access Breach

Aug 8: Attacker gained access to S3
bucket containing source code folder
and an encrypted backup folder of
LastPass customer data

Shadow Access Problem

Identity with over-
permissioned access
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| Data
Exfiltration

Aug 12: Attacker exfiltrates source
code and encrypted LastPas customer
data (without master key)

Shadow Access Problem

Anomalous activity of
identity moving data

" 2nd Identity &
Access Breach

Oct 26: Attacker targets DevOps
engineer identity, installs keylogger and
exfiltrates all keys inside secret vault

Shadow Access Problem

Compromised identity and
unauthorized access
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